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New requirements from customer process



Enhanced Opt-Out System - Requirements
• Enhancement to existing feature


• Allow customers with multiple brands to manage 
separate Opt-Out lists


• Feature requested


• Users have multiple Opt-Out Groups


• Outgoing messages are filtered based on Brand 
(originator)


• Known Unknowns


• How are recipients added to different groups


• How filters are applied when messages are sent


• Hooks, API’s, notifications and triggers



Enhanced Opt-Out System - Process
• Analysis and discovery


• Create stories and flows


• Identify stakeholders and pitfalls 


• Impact on existing system/customers


• Create functional specifications


• Client & Internal review of specifications


• Both internal and external stakeholders understand and agree to 
specs


• Review, provide comments, adjust, repeat


• Design


• Data / Process flow


• Class diagrams and Data Models


• Hooks, notifications and triggers



Enhanced Opt-Out System - Implementation
• New Optout System 


• Implemented as a (micro) service


• Provides API/Queue endpoints for Internal system and clients


• Add UI to legacy system


• Create functional specifications


• Client & Internal review of specifications


• Both internal and external stakeholders understand and agree to 
specs


• Review, provide comments, adjust, repeat


• Design


• Data / Process flow


• Class diagrams and Data Models


• Hooks, notifications and triggers



Enhanced Opt-Out System



OTP/2FA - Requirements
• New Product


• Provide customers with a solution that addresses 
regulatory requirements for Consent to Charge 
by Phone Service Authority (PSA) UK.


• Features requested:


• Request new PIN API


• Validate PIN API


• Clients are not privy to generated PIN


• Provide proof of consent to PSA


• Minimal specifications provided



OTP/2FA - Process
• Analysis and discovery


• Identify regulatory requirements from PSA 


• Extrapolate functional specifications


• Who are the users, what are the stories


• How are 2FA requests generated and validated


• What data (and access) is required by regulatory 
bodies


• Database design


• UI design


• Confirm that specs conform or exceed requirements


• Implement, test, deploy



OTP/2FA - Result



Example 3 - Bespoke Report
• Customer contacted account manager & 

requested a report


• Account manager distills requirement and 
passed it on to IT


• Ticket was created


• Sample report generated


• Account manager requested clients’ 
approval


• Ticket is still open, awaiting customer 
confirmation and SFTP detail



Bespoke Report - Result



Monitoring - External
Provider - Pingdom 

• Uptime monitoring


• Availability


• Alerts (SMS / Email)



Monitoring - Internal
Provider - Bespoke 

• Internal servers 


• Socket level


• Response Time


• Database


• Availability


• Stuck/Slow Queries


• Slave - Availability & Lag


•

• Queue Consumers 


• Gateway Connections


• Missing/dead consumers


• Messaging


• Stuck / Unprocessed


• Response Time




Monitoring - Infrastructure
Provider - AWS Cloudwatch 

• Instance status checks


• Available storage


• CPU Utilisation


• Cache utilisation 


• Lambda Errors



Operations - Logs

• BulkSMS server and web logs kept for 
30+ days


• Services logs 14 - 30 days


• Lambda Logs - 60 days


• Lookup is manual (ssh into system, 
grep logs)


